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Abstract:  

Cloud computing has become increasingly popular as it offers users the illusion of having unlimited computing resources of 

which they can use as much as they need, without having to worry about how those resources are provided. It also provides 

greater scalability, availability, and reliab ility than users could achieve with their own resources. Unfortunately, adopting cloud 

computing has required users to give up control of their data to cloud providers, and a malicious provider could compromise t he 

data's confidentiality and integrity. Furthermore, the history of leaks, breaches, and misuse of customer informat ion at providers 

has highlighted the failure of government regulat ion and market incentives to fully moderate th is threat. We present a cooperative 

PDP (CPDP) scheme based on homomorphic verifiab le response and hash index hierarchy. We prove the security of our scheme 

based on multi-prover zero-knowledge proof system, which can satisfy completeness, knowledge soundness, and zero -knowledge 

properties. In addition, we articulate performance optimization mechanis ms for our scheme, and in particular present an efficient 

method for selecting optimal parameter values to minimize the computation costs of clients and storage service providers. Our  

experiments show that our solution introduces lower computation and communication overheads in comparison with non-

cooperative approaches. 
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I. INTRODUCTION 
 

Y Many trends are opening up the era of Cloud Computing, 

which is an Internet-based development and use of computer 

technology. Consider the large size of the outsourced 

electronic data and the client’s constrained resource capability, 

the core of the problem can be generalized as how can the 

client find an efficient way to perform periodical integrity 

verifications without the local copy of data files. The main  

objective of this paper is to provide security in terms of 

integrity and availability of client’s data which is stored on 

cloud. This paper shall not put any burden on to computation 

and communication and further, performance guarantee shall 

also be taken care of by allowing trusted third party to verify  

the correctness of the cloud data on demand without retrieving 

a copy of the whole data or introducing additional on-line 

burden  to cloud users. Several schemes [1][2][7] are proposed 

to solve the problem. Those schemes focus on achieve the 

following requirements: high efficiency, stateless verification, 

retrievability of data, unbounded use of queries and public 

verification. In general, if one scheme supports private 

verification, it can possess higher efficiency. 
 

II. MO TIVATIO N 
 

Because the speed of today's data has produced far more than 

the current availability of storage devices, so there will be 

more and more data need to be outsource [2].The cloud 

computing has been seen as the next generation of enterprise 

IT in frastructure, software, applications as a service and users 

will also concentrated all the information stored in the cloud 

data centre, this new data storage model will bring new 

challenges and new problems. One of the most important and 

most attention issues, that is in the cloud environment, servers 

within the data storage with security in terms of integrity 

verification. For example, storage service providers may order 

their own interests to save the data to hide an error, more 

seriously, storage service providers in order to save cost and 

storage space, deliberately remove rarely  accessed data, and 

then who, due to extensive confidential information, 

outsourcing and limited computing power users. Therefore, 

how to backup data files in the user not the case, found an 

efficient and securely  ways of good informat ion to perform 

periodically verification, allowing users to know his 

informat ion file is stored securely on the server, this data 

storage is cloud computing environment is an important 

security issue. 
 

III. CONTRIBUTION 
 

Our proposed agreement has two main contributions:  

1) Efficiency and Security: the plan proposed by the CPDP 

[1][2] is safer to rely on a public and private key encryption 

will be clear, efficient in the use of SecretKeyGen and 

TagGen[5] algorithms. In this every time parameters are 

generated and key exchange takes place   so more secure than 

symmetric and asymmetric algo. However, our plan  is more 

efficient than the other techniques. Because it does not require 

lots of data encryption in outsourced and no additional posts on 

the symbol block, and the ratio [7] is more secure because we 

encrypt data to prevent unauthorized third parties to know its 

contents. 2) Public verifiability: We plan a major variation of 

CPDP, to provide public validation. Allow people other than 

the owner for information on the server has proved challenge. 

However, our program than [2] is more efficient because it 

does not need the information for each block encryption. 
 

IV. A INTEGRITY FOR CROSS  CLOUD 

ENVIRONMENT US ING CPDP SCHEME 
 

In this Agreement, the password system based on CPDP , the 

main idea is to outsource the file before the data block 

encryption, and validation of fixed-size tags, each tag are  

included in the block informat ion.  Fig. 1 is a Cross cloud 

environment in CPDP agreement setting the stage diagram: 
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Although existing CPDP schemes [1] offer a publicly  

accessible remote interface for checking and managing the 

tremendous amount of data, the majority of existing CPDP 

schemes is incapable to satisfy the inherent requirements from 

multip le clouds in terms of communication and computation 

costs. To address this problem, we consider a multi-cloud 

storage service as illustrated in Figure 1.  

 

 
FIGURE.1. MULTI-CLOUD STO RAGE SERVIC E 

 

V. S YSTEM ARCHITECTURE 

 

In this architecture, a data storage service involves three 

different entities: Clients who have a large amount of data to be 

stored in multiple clouds and have the permissions to access 

and manipulate stored data Cloud Service Providers (CSPs) 

who work together to provide data storage services and have 

enough storages and computation resources  and Trusted Third 

Party (TTP) who is trusted to store verification parameters and 

offer public query services for these parameters. In this 

architecture, we consider the existence of multiple CSPs to 

cooperatively store and maintain the clients’ data. Moreover, a 

cooperative PDP is used to verify the integrity and availability 

of their stored data in all CSPs. The verification procedure is 

described as follows:  Firstly, a client (data owner) uses the 

secret key to pre-process a file which consists of a collection of 

n blocks, generates a set of public verification information that 

is stored in TTP, transmits the file  and some verification tags to 

CSPs, and may delete its local copy; Then, by using a 

verification protocol, the clients can issue a challenge for one 

CSP to check the integrity and availability of outsourced data 

with respect to public information stored in TTP. 

 

VI. FLOW CHART OF PROPOS ED S YSTEM 

 

This proposed system on client side will work for two  

conditions for storing data request (SDR) and for Accessing 

data request (ADR). If client want to store data, with the help 

of TTP, Secret key is generated, by using that secret key data 

get stored. For accessing data, First TTP check for t rust 

between clouds and then check for trusted key between client 

and TTP, and user will get data. As shown in fig 2, the flow 

chart of the proposed system. 

Figure.2. Flow chart for proposed system 

 

VII. CONCLUS ION 

 

We focused the core issues, if an untrusted server to store 

customer informat ion. We can use cooperative provable data 

possession scheme, which reduce the data block access, and 

amount of computation on the server and client. Also 

decreases server traffic. Our design and development on the 

CPDP program is mainly based on the usage of Public and 

Private key encryption system. It  exceeds what we d id in the 

past; the improvement has brought to the bandwidth, 

computation and storage system. And it applied the public 

(trusted third party) verification. Finally, we also expect our 

program;  it  supports dynamic outsourcing of informat ion 

make it a more realistic application of cloud computing 

environment. 
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